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1. INTRODUCTION are often gender-specific, driven by underlying
societal issues such as sexism and misogyny, which
further complicate efforts to ensure the digital safety of
women. In many cases, victims of cyberattacks face
additional psychological trauma, emotional distress,
and reputational damage, which can have lasting
effects on their personal and professional lives [3].

The increasing prevalence of cyberattacks
presents a significant threat to digital security
worldwide. However, women, in particular, face
unique challenges when navigating the digital
landscape, as they are disproportionately affected by
cyber threats such as online harassment, identity theft,

and privacy violations. Cyberattacks against women Despite the severity of these threats, there
not only compromise their personal information but remains a significant gap in cybersecurity policies and
also contribute to a larger systemic issue of gender practices designed to protect women. Research
inequality in the cybersecurity domain [1]. This highlights the underrepresentation of women in the
introduction explores the specific ways in which cybersecurity sector, which may contribute to the lack
women are targeted by cyberattacks, the challenges of gender-sensitive approaches to addressing online
they face in maintaining digital security, and potential threats [4]. Women’s participation in cybersecurity is
solutions to address these issues. critical not only for increasing diversity in the field but

also for ensuring that cybersecurity solutions take into
account the unique vulnerabilities women face online
[5]. Without targeted policies and practices, many
women remain vulnerable to attacks that exploit both
technical and social weaknesses.

As digital spaces continue to grow and evolve,
so do the opportunities for women to engage with
technology in professional, educational, and social
contexts. However, the expansion of digital
engagement has also exposed women to a range of
cyber threats, from revenge porn and doxing to Addressing  these challenges requires a
cyberstalking and online harassment [2]. These attacks multifaceted approach. This includes improving
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education and awareness about cybersecurity risks
among women, enhancing legal frameworks to combat
cybercrime, and encouraging greater female
participation in the cybersecurity field [6].
Furthermore, technology companies and policymakers
must prioritize the development of tools and policies
that specifically address the digital security needs of
women, ensuring that they can navigate online spaces
without fear of attack [7].

This study aims to identify the primary
challenges women face in protecting their digital
security from cyberattacks, analyze the effectiveness of
existing cybersecurity policies in addressing these
challenges, and propose actionable strategies to
enhance women's participation in the cybersecurity
sector. By focusing on these aspects, the research seeks
to contribute to the development of more inclusive
cybersecurity practices that empower women and
promote their safety online.

Cyberattacks disproportionately target women,
exposing them to a range of gender-specific threats
such as online harassment, cyberstalking, identity
theft, and privacy breaches. Despite the growing
recognition of digital security concerns, current
cybersecurity measures often fail to account for the
unique vulnerabilities faced by women. The lack of
gender-sensitive policies and inadequate
representation of women in the cybersecurity
workforce exacerbates the issue, leaving many women
without effective tools or legal protection against cyber
threats. Furthermore, the psychological and emotional
impact of cyberattacks on women is frequently
overlooked, resulting in underreported cases and
insufficient support for victims. This research aims to
address these gaps by examining the challenges
women face in maintaining digital security and
proposing practical solutions, including enhanced
legal frameworks, improved digital literacy, and the
development of gender-specific cybersecurity
measures to better protect women in the digital age.

The issue of cybersecurity for women has gained
increased attention as digital spaces have become
essential in modern life. However, women are
disproportionately targeted by cyber threats such as
online harassment, identity theft, and privacy
breaches,  highlighting  significant gaps in
cybersecurity measures. According to [1-2], the
underrepresentation of women in the cybersecurity
sector has hindered the development of gender-
sensitive solutions to these issues, exacerbating the
vulnerabilities women face. [3-4] emphasizes the
urgent need to increase the participation of women in
cybersecurity, which would contribute to more
inclusive and effective solutions.
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Gender-specific cyberattacks, driven by societal
norms that perpetuate misogyny, often exploit both
technical and social vulnerabilities. [5] emphasize that
cyberattacks targeting women are often socially
driven, necessitating a deeper understanding of
gender in cybersecurity frameworks. Peacock and
Irons [6-7] further argue that cybersecurity policies fail
to account for the gendered nature of these threats, as
women are often subjected to unique forms of online
harassment, including cyberstalking and revenge
pornography. These forms of harassment have
significant psychological and emotional effects, yet
current cybersecurity strategies rarely address them
directly [8-9].

Additionally, the absence of gender-specific
policies in cybersecurity perpetuates the issue. [10-11]
argue that the cybersecurity behaviors of men and
women differ, and the lack of recognition of these
differences leaves women vulnerable to attacks. [12]
emphasizes the importance of women's participation
in cybersecurity to ensure policies adequately address
gender-specific threats. By increasing the number of
women in leadership positions, more comprehensive
cybersecurity strategies could be developed, providing
women with better protection in the digital realm [13].

Cybersecurity education plays a crucial role in
protecting women from digital threats. [13] argue that
cybersecurity education should be considered as
fundamental as basic literacy skills, particularly for
Women must be equipped with the
knowledge and skills necessary to protect themselves
in the digital world. [14] suggest that early intervention
through cybersecurity awareness programs in
educational institutions can significantly improve
women's ability to navigate the digital landscape
safely.

women.

In Afghanistan, where social engineering attacks
disproportionately —affect women, [15-16] have
examined strategies to strengthen women's resilience
to these attacks. Their findings indicate that gender-
sensitive cybersecurity measures can significantly
reduce the risks faced by women, emphasizing the
importance of targeted interventions. This view is
echoed by [17], who highlight the significance of
gender equality in the cybersecurity sector, suggesting
that empowering women through education and
professional opportunities can lead to more robust
cybersecurity frameworks.

In summary, the literature underscores the
critical need for gender-sensitive cybersecurity policies
and education. Women face unique cyber threats that
current policies do not adequately address, and the
lack of female representation in the sector perpetuates
this issue. Enhancing cybersecurity education and
increasing women's participation in the cybersecurity
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field are essential steps in developing more
comprehensive and inclusive strategies to safeguard
women online.

2. METHOD

Research Design

This study employs a quantitative research
design to investigate women's digital security
challenges and opportunities. @A  structured
questionnaire with Likert-scale questions was used to
collect data on participants' perceptions of
cybersecurity issues, the effectiveness of gender-
sensitive policies, and the impact of educational
programs. This design allows for a systematic analysis
of the variables and facilitates comparison across
different groups.

Population and Sampling

The study targeted students from four faculties
at an online university, totaling 150 participants. The
population was divided as follows:

e Medical Faculty: 40 participants, aged 20-25 years.

e Economics Faculty: 40 participants, aged 18-24
years.

e Education Faculty: 40 participants, aged 19-24
years.

e Computer Science Faculty: 30 participants, aged
20-24 years.

A stratified random sampling method was
employed to ensure representation from each faculty.
This approach provided a balanced view of the
challenges and perceptions across different academic
disciplines and age groups.

Data Collection

Data were collected using a self-administered
online questionnaire. The questionnaire included
multiple-choice questions with Likert scale responses,
focusing on:

1. Perceptions of unique challenges women face in
digital security.

2. Views on the effectiveness of gender-sensitive
cybersecurity policies.

3. Opinions on the importance of educational
programs in increasing women’s participation in
cybersecurity.

Participants were selected randomly from each
faculty to ensure a representative sample. The online
format facilitated broad reach and convenience for
participants.

Data Analysis

The collected data were analyzed using
descriptive methods. Frequencies and percentages
were computed to summarize participants' responses
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to each question. Statistical tools such Excel software
were used for data analysis to ensure accuracy and
reliability. The findings were then interpreted to draw
conclusions about the effectiveness of current
strategies and identify areas for improvement in
enhancing women's digital security.

3. RESULT AND DISCUSSION

Demographic Distribution of Participants

The results section presents a detailed analysis
of participants' perceptions regarding digital security
challenges, the effectiveness of gender-sensitive
policies, and the importance of targeted educational
programs in enhancing women's involvement in the
cybersecurity sector. The findings provide insights into
the current state of women's cybersecurity protection
and participation, highlighting areas for improvement
and further research.

Table 1 Demographic Distribution of Participants by
Faculty and Age Range

Number of Age Range
Faculty Participants g(Years)g
Medical 40 20-25
Economics 40 18-24
Education 40 19-24
Computer Science 30 20-24
Total 150 -

The demographic table reflects a well-

distributed population of 150 women from four
different faculties at the online university. The majority
of participants are aged between 18-25 vyears,
indicating a relatively young population, which aligns
with typical university demographics. The largest
groups come from the Medical, Economics, and
Education faculties, each contributing 40 participants,
while the Computer Science faculty has a slightly
smaller representation with 30 participants. This
distribution ensures a balanced approach when
examining the perspectives of women from diverse
academic fields, potentially offering insights into how
faculty-specific challenges impact cybersecurity
awareness and digital safety among women. The age
range provides a focused view on the younger
generation’s engagement with cybersecurity issues.

Demographic of Summarizes Responden Answers
The Figure 1 summarizes the responses of 150
participants regarding the perception that women face
unique challenges in maintaining digital security
compared to men. A significant portion of participants
(33.33%) agree, and an additional 26.67% strongly
agree, indicating that the majority recognize the
distinct challenges women encounter in digital
security. Conversely, only a small fraction of
participants (6.67%) strongly disagree, suggesting a

3


https://doi.org/10.59535/jsh.v3i1.341
https://jurnal.tintaemas.id/index.php/JSH/index

consensus on the existence of these challenges. The
neutral responses (20.00%) may reflect uncertainty or a
lack of personal experience with the issue. Overall, the

m Strongly Disagree = Disagree
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data suggests that there is considerable
acknowledgment of gender-specific digital security
challenges among the participants.

6.67%

13.33%

~

= Neutral

m Agree = Strongly Agree = Total

Figure 1 Participants' Perceptions on Unique Challenges Women Face in Maintaining Digital Security
Compared to Men

30.00%

25.00%

20.00%

15.00%

10.00%

5.00%

0.00%

H Not at All

23.33%

16.67%
10.00%

26.67%

23.33%

H Slightly ® Moderately ™ Very Much M Extremely

Figure 2 Participants' Views on the Impact of Increasing Cyberattacks on Women's Digital Security

The Figure 2 presents the distribution of
participants' beliefs regarding the impact of increasing
cyberattacks on women's digital security. A substantial
proportion of respondents (26.67%) believe that
cyberattacks have impacted women’s digital security
"Very Much," and an additional 23.33% perceive the
impact as "Extremely." This indicates a strong
sentiment that cyberattacks are significantly affecting
women's digital security. Conversely, a smaller
percentage of participants (10.00%) feel that the impact
is "Not at All," suggesting that some do not view the
issue as severe. The "Moderately" (23.33%) and
"Slightly" (16.67%) responses reflect a range of
perspectives, with moderate to slight recognition of the
problem. Overall, the data indicates a consensus that
increasing cyberattacks have a considerable impact on
women’s digital security.

The Figure 3 illustrates participants' views on
the effectiveness of gender-sensitive policies in
enhancing cybersecurity protections for women. A
significant number of respondents (29.33%) consider
these policies "Very Effective," and another 24.00%
view them as "Extremely Effective," highlighting a
strong belief in the positive impact of such policies. In
contrast, only 8.00% find them "Not Effective,"
suggesting that while a small minority see little value
in these policies, most recognize their benefits. The
"Moderately Effective" category (24.00%) indicates that
there is also a considerable number of participants who
acknowledge some level of effectiveness, but not to an
exceptional degree. Overall, the responses suggest that
gender-sensitive policies are generally regarded as a
valuable tool for improving cybersecurity protections
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for women, though there is room for further
enhancement and evaluation.

The above Figure 4 summarizes participants'
perceptions regarding whether existing cybersecurity
policies adequately address women's specific needs. A
significant portion of participants are "Neutral"
(26.67%) or "Agree" (26.67%) with the adequacy of
these policies, indicating a mixed yet generally positive
view. However, 12.00% "Strongly Disagree" and
20.00% "Disagree," reflecting a notable proportion who
believe the policies fall short in addressing women's
needs. Conversely, only 14.67% "Strongly Agree,"
suggesting that while there is some recognition of the
effectiveness of current policies, many feel that
improvements are necessary. Overall, the data reveals
a general consensus that while there is some

© F. Fazel et al.

effectiveness in current policies, there is substantial
room for enhancement to better meet the specific needs
of women in cybersecurity.

Figure 5 shows participants' views on the
importance of increasing women’s participation in the
cybersecurity sector to address women’s digital
vulnerabilities. A significant majority of respondents
view it as "Very Important" (32.00%) or "Extremely
Important" (32.00%), indicating strong agreement on
the crucial role that enhanced female representation
plays in addressing digital vulnerabilities. Only a
small percentage consider it "Not Important" (5.33%),
reflecting that most recognize the significance of this
issue.

@

= Not Effective

= Very Effective

= Slightly Effective

= Moderately Effective

= Extremely Effective

Figure 3 Participants' Opinions on the Effectiveness of Gender-Sensitive Policies in Improving Cybersecurity
Protections for Women

Strongly Agree

Agree

Neutral

Disagree

Strongly Disagree

0.00% 5.00%

10.00%

14.67%

26.67%

26.67%

20.00%

12.00%

15.00% 20.00% 25.00% 30.00%

Figure 4 Participants' Agreement on the Adequacy of Existing Cybersecurity Policies for Addressing Women's
Specific Needs
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"Slightly Important" (12.00%) and "Moderately
Important" (18.67%) responses suggest some variation
in perceived importance, but overall, the data

Percentage

0.00% 5.00% 10.00%

M Extremely Important H Very Important

B Slightly Important

15.00%
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highlights a consensus on the substantial impact that
increased participation can have on improving digital
security for women.

32.00%

32.00%

20.00%  25.00%  30.00%  35.00%

B Moderately Important

B Not Important

Figure 5 Importance of Increasing Women's Participation in the Cybersecurity Sector for Addressing Women's
Digital Vulnerabilities
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Figure 6 Agreement on the Impact of Targeted Educational Programs for Women on Enhancing Their
Involvement in the Cybersecurity Sector

Figure 6 illustrates participants' opinions on
whether targeted educational programs for women
can enhance their involvement in the cybersecurity
sector. A notable proportion of respondents "Agree"
(33.33%) or "Strongly Agree" (26.67%) with the
effectiveness of such programs, indicating a strong
belief in the positive impact of educational initiatives.
Only 6.67% "Strongly Disagree" and 13.33%
"Disagree," suggesting a minority view on the
ineffectiveness of targeted programs. The "Neutral"
responses (20.00%) reflect some uncertainty or lack of

personal experience with such programs. Overall, the
data indicates broad support for the idea that
specialized educational programs are beneficial in
promoting women's participation in cybersecurity,
though there remains some diversity in opinion.

Discussion

The findings of this study provide valuable
insights into the challenges and opportunities related
to women's cybersecurity. The results reveal a
significant concern about the unique digital security
challenges faced by women, as well as the perceived
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effectiveness of gender-sensitive policies and targeted
educational programs in addressing these challenges.
The data indicates that a considerable majority of
participant’s view increasing cyberattacks as having a
substantial impact on women's digital security. This
aligns with existing literature, which highlights that
women are disproportionately affected by
cybersecurity threats due to a range of factors,
including targeted attacks and cyberstalking [1], [2].
The high percentage of respondents who acknowledge
the significant impact of cyberattacks underscores the
urgent need for more robust cybersecurity measures
and tailored protections for women.

In terms of gender-sensitive policies, the study
finds a generally positive but mixed response. While a
notable portion of participants consider these policies
"Very Effective" or "Extremely Effective," a significant
minority view them as "Not Effective" or "Slightly
Effective." This reflects a broader debate in the field
regarding the adequacy of current policies in
addressing the specific needs of women [3,4], [18,19].
The mixed responses suggest that while progress has
been made, there is still a need for more
comprehensive and targeted policy development.

The findings regarding targeted educational
programs for women reveal strong support for their
role in enhancing participation in the cybersecurity
sector. A majority of respondents agree that such
programs are crucial for improving women’s
involvement and addressing digital vulnerabilities.
This is consistent with research emphasizing the
importance of educational initiatives in bridging the
gender gap in cybersecurity and fostering greater
female participation [5], [6]. The strong endorsement of
educational programs suggests that investment in
these initiatives could significantly contribute to
increasing the number of women in cybersecurity
roles.

However, the study also highlights areas where
further research is needed. For instance, the varying
perceptions of policy effectiveness and the need for
more detailed studies on the impact of educational
programs suggest that ongoing evaluation and
refinement of strategies are essential. Future research
should focus on developing and accessing new
interventions and policies that more effectively
address the unique needs of women in cybersecurity
[7-9], [19-21].

Overall, the study emphasizes the importance of
continuing efforts to improve digital security for
women through targeted policies, educational
programs, and increased awareness of their specific
challenges. Addressing these issues is crucial for
creating a more secure and inclusive digital
environment.

https:/ /doi.org/10.59535/jsh.v3i1.341
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4. CONCLUSION

This study provides a comprehensive overview
of the challenges and opportunities associated with
improving digital security for women. The findings
underscore that women face unique digital security
challenges, exacerbated by the increasing prevalence
of cyberattacks. This highlights a critical need for
enhanced protective measures tailored specifically to
women’s vulnerabilities. The analysis of gender-
sensitive policies reveals a mixed perception of their
effectiveness. While a significant number of
respondents view these policies as beneficial, there
remains a notable portion who feel they are
insufficient. This indicates that while progress has
been made in creating supportive policies, there is still
a need for further development and refinement to
better address the specific needs of women.

Furthermore, the strong endorsement of
targeted educational programs suggests that such
initiatives play a crucial role in improving women’s
participation in the cybersecurity sector. The positive
response to these programs highlights their
importance in bridging the gender gap and fostering a
more inclusive and secure digital environment.
Overall, the study emphasizes the need for continued
efforts to enhance women’s digital security through
improved policies, targeted educational programs,
and greater awareness of their specific challenges.
Addressing these issues is vital for creating a safer and
more equitable digital landscape. Future research
should focus on evaluating the effectiveness of current
strategies and exploring new approaches to better
support and protect women in the digital realm.

To enhance digital security for women, it is
crucial to develop and implement more robust and
gender-sensitive cybersecurity policies. Organizations
should focus on creating comprehensive strategies that
address the specific threats women face, including
targeted cyberattacks and online harassment.
Additionally, increasing investment in educational
programs aimed at women can help bridge the gender
gap in the cybersecurity sector. These programs should
be designed to offer practical skills and career
guidance, encouraging more women to pursue careers
in cybersecurity and thereby strengthening overall
digital security.

Future research should investigate the
effectiveness of specific gender-sensitive cybersecurity
policies and their impact on women’'s digital security.
Studies should also explore the long-term benefits of
targeted educational programs in increasing women's
participation in cybersecurity roles. Furthermore,
research could examine the intersection of digital
security challenges with other social factors, such as
socioeconomic status and cultural background, to
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develop more tailored and effective strategies for
improving women’s cybersecurity. Evaluating these
areas will provide deeper insights into creating a more
secure and inclusive digital environment for women.
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